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(54) Information recording apparatus and method for same, information playback apparatus, 
information protection apparatus, and information recording medium 



(57) Information Dl recorded on a disk and which is 
distinctively characteristic to the individual disk is used 
to encode contents. When the contents are to be played 
back, the encoded contents are decoded by the char- 
acteristic information Dl that is recorded on the disk D. 



By recording onto the disk D the characteristic disk in- 
formation Di and identifying information that is distinc- 
tive to the particular contents, and then searching from 
the identifying information for the encoded key using a 
CI comparison section (210), it is possible to decode and 
play back the contents of the disk. 
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Description 

BACKGROUND ART OF THE INVENTION 

1 . Field of the Invention 

[0001] The present invention relates to an information 
protection apparatus for the protection of information 
that is pre-recorded on a disk (disc) and an associated 
method, and more particularly to a method of protecting 
information from improper (illegal) copying, by recording 
onto a disk information that is characteristic of the disk. 
[0002] The present invention also relates to a method 
of protecting information and an information recording 
medium for protecting information, wherein by recording 
onto each disk information that is characteristic of the 
particular disk and an identifier that is characteristic of 
the particular contents, it is possible not only to prevent 
improper copying, but also to permit proper (legal) ac- 
cess holders to easily copy the disk. 

2. Description of the Related Art 

[0003] In a recordable disk, such as a CD-R, PD, 
DVD-RAM, or DVD-RW (hereinafter simply referred to 
as a disk) and an associated disk apparatus, in the case 
in which proper access is obtained either by a broadcast 
or via a network, thereby enabling one-time recording, 
it must be made simple to record contents such as the 
moving images of, for example, a movie, static images 
(still pictures), and music. There is also a desire that the 
disk permit playback after recording, using any proper 
apparatus. 

[0004] In such a recordable disk medium and appa- 
ratus, this is a need to protect the copyright of the disk 
from improper copying. However, the need to facilitate 
authorized recording and playback and the need to pre- 
vent copying are at conflict, and it is difficult to achieve 
both these effects. 

[0005] In an information protection apparatus of the 
past, in order to solve the problem of this conflict, unau- 
thorized (illegal) copying was prevented by the use of a 
user ID. 

[0006] As shown in Fig. 1 , such an information pro- 
tection apparatus of the past had an input means 10, 
which input contents such as music, an information re- 
cording means 20, which encoded and recorded con- 
tents onto a general type of information recording me- 
dium D, an information playback means 30, which de- 
coded and played back the information that was record- 
ed on the information recording medium D, and an out- 
put means 40, which output the decoded information, 
such as the contents of the medium D. 
[0007] The above-noted information recording means 
20 has a user ID reading means 21, which reads the 
user ID (Ul) that is sent from the information playback 
means 30 via a network 50, a key holding means 22, 
which holds a key for the purpose of encoding contents 



that are input via the input means 10, a key encoding 
means 23, which encodes the key that is held by the key 
holding means 22, in accordance with the user ID (Ul) 
that is read by the user ID reading means 21, a key re- 
5 cording means 24, which, via a network 50, records the 
key E (KEY), which is encoded by the key encoding 
means 23, onto the information recording medium D, a 
contents encoding means 25, which encodes the con- 
tents CT that are input via the input means 10, in ac- 
10 cordance with the key KEY, which is held by the key 
holding means 22, and a contents recording means 26, 
which records these contents CT, which are encoded by 
the contents encoding means 25, onto the information 
recording medium D, via the network 50. 

is [0008] The information playback means 30 has a user 
ID (Ul) holding means 31, which holds the user ID (Ul) 
and transmits the user ID via the network 50, a key read- 
ing means 32, which reads the encoded key E (KEY) 
that is recorded on the information recording medium D, 

20 a key decoding means 33, which decodes the encoded 
key E (KEY) which was read by the key reading means 
32, in accordance with the user ID, a key holding means 
34, which holds the decoded key, a contents reading 
means 35, which reads the encoded contents E (CT) 

25 that are recorded on the information recording medium 
D, and a contents decoding means 36, which decodes 
the encoded contents E (CT) that are read by the con- 
tents reading means 35, in accordance with the key KEY 
that is held by the key holding means 34, and outputs 

30 the decoded contents to the output means 40. 

[0009] The operation of the above-described informa- 
tion protection apparatus of the past is as follows. 
[0010] When the contents CT are input via the input 
means 10, these are encoded at the contents encoding 

35 means 25, in accordance with a key KEY that is held in 
the key holding means 22, thereby becoming the encod- 
ed contents E (CT), these encoded contents being re- 
corded by the contents recording means 26 onto the 
disk D via the network 50. 

40 [0011] A user ID (Ul), which is uniquely held by each 
user, is sent via the network 50 from the user ID holding 
means 31 to the user ID reading means 21 , and the key 
that is held in the key holding means 22 is encoded at 
the key encoding means 23, thereby becoming the en- 

45 coded key E (KEY). Recording onto the disk D of the 
encoded key E (KEY) is done by the key recording 
means 24 via the network 50. 

[001 2] The user plays back the disk D using the infor- 
mation playback means 30. First, the encoded key E 

so (KEY) is read from the disk D by the key reading means 
32, after which the encoded key E (KEY) is decoded at 
the key decoding means 33, the decoded key KEY being 
held in the key holding means 34. The encoded contents 
E (CT) are read by the contents reading means 35 and, 

55 at the contents decoding means 36, these are decoded 
in accordance with the key KEY that is held in the key 
holding means 34 to the contents (CT), which are sent 
to the output means 40 and then output. 



2 



3 



EP 0 989 553 A2 



4 



[0013] In an information protection apparatus of the 
past such as described above, however, because the 
key KEY is encoded by a unique user ID in the informa- 
tion playback means 30 and recorded onto the disk D, 
the disk O cannot be read by other information playback 
means, because the user ID would be different. For ex- 
ample, the problem arises in which, if a user buys or 
adds a new player, which serves as the information play- 
back means, the new or added player cannot be used 
to playback the disk D. 

[0014] One envisionable approach to enabling play- 
back using other players is to record the user ID onto 
the disk D. 

[0015] If the user ID is recorded onto the disk, how- 
ever, while it is indeed possible to playback disk D on a 
different player, by having the user ID holding means 
read the user ID from the disk D, because disk D is com- 
pletely copied, this facilitates creation of an unauthor- 
ized (illegal) copied disk D*. thereby resulting in another 
problem, which is that of lack of protection of the copy- 
right of the information. 

SUMMARY OF THE INVENTION 

[0016] The present invention was made in consider- 
ation of the above-noted problems with the related art, 
and has as an object the provision of an information pro- 
tection apparatus, which prevents the unauthorized 
copying of contents transmitted via a network or a 
broadcast that were recorded by an authorized user on- 
to a disk from that disk onto another disk, and which also 
enables an authorized disk to be played back on any 
playback apparatus. 

[001 7] It is a further object of the present invention to 
provide a method for the information protection associ- 
ation with the above-noted apparatus, and an informa- 
tion recording medium for the purpose of protecting in- 
formation. 

[0018] It is another object of the present invention to 
provide a method for protecting information, by record- 
ing onto each disk information that is distinctivery char- 
acteristic of the particular disk and an identifier that is 
distinctively characteristic of particular contents, it is 
possible not only to prevent improper copying, but also 
to permit authorized users to easily copy the disk. 
[0019] In order to achieve the above-noted objects, 
the first aspect of the present invention is a method for 
recording information, comprising the steps of: 

pre-recording onto each information recording me- 
dium characteristic information that is distinctively 
characteristic thereto by using a method that pre- 
vents the characteristic information from being 
changed; 

encoding information by using the characteristic in- 
formation as a key; and 

recording the encoded information onto the infor- 
mation recording medium. 



[0020] According to the above-noted method, even if 
the user buys or adds a new information playback ap- 
paratus, because the characteristic information is re- 
corded onto the information recording medium, it is pos- 

5 sible to play back the contents thereof with a different 
information playback apparatus. 
[0021] Additionally, even if the disk is copied in full in 
an attempt to create an unauthorized copy disk, when 
an attempt is made to play back the copied disk, be- 

10 cause the characteristic information is characteristic to 
each individual disk, the characteristic information when 
the encoding was done is different from the character- 
istic information when the decoding is done, making it 
impossible to decode the contents of the disk. The result 

is is that unauthorized copying of the disk is prevented. 
[0022] The second aspect of the present invention 
provides an information recording apparatus that en- 
codes and records information onto an information re- 
cording medium, comprising: 

20 

means for reading characteristic information that is 
recorded onto the information recording medium, 
and which is distinctively characteristic to each in- 
formation recording medium; 
25 means for encoding contents that are input, in ac- 
cordance with characteristic information that was 
read by the characteristic information reading 
means; and 

means for recording the contents, which are encod- 
30 ed by the contents encoding means, onto the infor- 
mation recording medium. 

[0023] According to the above-noted configuration, it 
is not only possible to prevent unauthorized copying, but 
3$ also possible to play back a properly recorded disk on 
any playback apparatus. 

[0024] The third aspect of the present invention pro- 
vides an information playback apparatus that decodes 
and plays back information that is recorded on an infor- 
40 mation recording medium, comprising: 

means for reading distinctively characteristic infor- 
mation that is recorded on each information record- 
ing medium; 

*5 means for reading encoded contents that are re- 
corded on the information recording medium; and 
means for decoding the encoded contents that are 
read by the contents reading means, in accordance 
with the characteristic information and outputting 

so the decoded contents. 

[0025] According to the above-noted configuration, it 
is not only possible to prevent unauthorized copying, but 
also possible to play back a property recorded disk on 
ss any playback apparatus. 

[0026] The fourth aspect of the present invention pro- 
vides an method for protection information, comprising 
the steps of: 
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pre-recording onto each information recording me- 
dium characteristic information that is distinctively 
characteristic thereto by using a method that pre- 
vents the characteristic information from being 
changed; 

encoding information by using the characteristic in- 
formation as a key; 

recording the encoded information onto the infor- 
mation recording media; and 
decoding the recorded information in accordance 
with the characteristic information and playing back 
the decoded information. 

[0027] According to the above-noted configuration, by 
using not only the characteristic information, but also a 
separate key to encode information, it is possible to pre- 
vent unauthorized copying and possible to play back a 
properly recorded disk using any playback apparatus, 
and possible to provide further protection for the infor- 
mation. 

[0028] The fifth aspect of the present invention pro- 
vides an method for protecting information, which fur- 
ther comprises the step of: 

generating a verifier from the characteristic infor- 
mation and information for verification and making a 
judgment as to whether or not this verifier is the same 
as a verifier that is recorded on an information recording 
medium. 

[0029] According to the above-noted configuration, by 
making a judgment as to whether verifiers are the same, 
it is possible to perform detection even in this case in 
which the characteristic information has been changed, 
thereby providing a further degree of protection from un- 
authorized copying. 

[0030] The sixth aspect of the present invention pro- 
vides an information recording medium, onto which is 
recorded information that is distinctively characteristic 
to the individual information recording medium, either 
using a method that prevents changing the characteris- 
tic information, or in an area that cannot be changed. 
[0031] According to the above-noted configuration, it 
is not only possible to prevent unauthorized copying, but 
also possible to play back a property recorded disk on 
any playback apparatus. 

[0032] The seventh aspect of the present invention 
provides an method for protecting information, in which 
information is encoded according to a key and recorded 
onto an information recording medium that has charac- 
teristic information that is distinctively characteristic to 
the individual information recording medium, the infor- 
mation that is recorded onto the information recording 
medium being decoded by the key and played back, the 
method comprising the steps of: 

recording the key that is encoded by the character- 
istic information and identification information that 
is distinctively characteristic of each information on- 
to the information recording medium; and 



identifying the key that was used to encode the in- 
formation by means of the identification information, 
decoding the encoded information with the key, and 
playing back the information. 

5 

[0033] In this method for protecting information, a key 
that is encoded by the characteristic information and 
identifying information that is distinctively characteristic 
of each information are recorded onto the information 
io recording medium, the key that was used to encode the 
recorded information is identified by means of the iden- 
tifying information, enabling the decoding and playback 
of the encoded information. 

[0034] According to the above-noted configuration, by 
is using not only characteristic information that is distinc- 
tively characteristic to each information recording medi- 
um, but also identifying information that is characteristic 
to each information, not only is unauthorized copying 
prevented, but also it is possible for a person who has 
20 followed the proper procedure to easily copy the infor- 
mation recording medium. 

[0035] The eight aspect of the present invention pro- 
vides an method for protecting information, whereby in- 
formation is encoded and recorded onto an information 
25 recording medium that has information that is distinc- 
tively characteristic to the individual recording medium, 
the information that is recorded onto the information re- 
cording medium being decoded and played back, the 
method comprising the steps of: 

30 

recording the information that was encoded in ac- 
cordance with the characteristic information and a 
characteristic information function that was formed 
from the characteristic information onto the informa- 

35 tion recording medium; and 

decoding the characteristic information function 
and generating from the resulting characteristic in- 
formation a difference, thereby decoding the encod- 
• ed information, and playing back the decoded infor- 

40 mation. 

[0036] In this method for protecting information, infor- 
mation that is encoded according to the above-noted 
characteristic information and characteristic information 

4 $ in the form of a function are recorded onto the informa- 
tion recording medium, the characteristic information in 
the form of a function being decoded and a difference 
is generated from characteristic information is generat- 
ed, so as to decode the encoded information and play 

so back the information. 

[0037] According to the above-noted configuration, by 
generating a difference from the characteristic informa- 
tion obtained by decoding the characteristic information 
in the form of a function and using this difference to de- 

55 code the encoded in, it is possible to provide protection 
unauthorized copying, and also possible for a person 
who has followed the proper procedure to easily copy 
the information recording medium. 
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[0038] The ninth aspect of the present invention pro- 
vides an information recording medium, onto which is 
recorded information that is distinctively characteristic 
thereto, either using a method that prevents changing 
the characteristic information, or in an area that cannot 
be changed, and also onto which is recorded identifying 
information that is distinctively characteristic of each in- 
formation. 

[0039] According to the above-noted configuration, by 
using not only information that is characteristic to each 
information recording medium, but also identifying infor- 
mation that is distinctively characteristic to each infor- 
mation, not only is unauthorized copying prevented, but 
also it is possible for a person who has followed the 
proper procedure to easily copy the information record- 
ing medium. 

[0040] The tenth aspect of the present invention pro- 
vides an information recording medium, onto which is 
recorded information that is distinctively characteristic 
thereto, either using a method that prevents changing 
the characteristic information, or in an area that cannot 
be changed, and also onto which is recorded a differ- 
ence that is generated from the characteristic informa- 
tion. 

[0041] According to the above-noted configuration, by 
using a difference that is generated from the decoded 
characteristic information that is in the form of an equa- 
tion to decode encoded information, it is possible to pre- 
vent unauthorized copying, and also possible for a per- 
son who has followed the proper procedure to easily 
copy the information recording medium. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0042] Fig. 1 is a block diagram that shows an infor- 
mation protection apparatus of the past (prior art). 
[0043] Fig. 2 is a block diagram that illustrates the re- 
cording onto a disk of a user ID in the information pro- 
tection apparatus of the past shown in Fig. 1 . 
[0044] Fig. 3 is a block diagram that shows the con- 
figuration of an information protection apparatus ac- 
cording to the first embodiment of the present invention. 
[0045] Fig. 4 is a drawing that shows a disk that, serves 
as an information recording medium. 
[0046] Fig. 5 is a block diagram that shows the con- 
figuration of an information playback apparatus accord- 
ing to the second embodiment of the present invention. 
[0047] Fig. 6 is a block diagram that shows the con- 
figuration in the case in which there is an intervening 
network in the information playback apparatus accord- 
ing to the first embodiment, which is shown in Fig. 3. 
[0048] Fig. 7 is a block diagram that shows the con- 
figuration in the case in which there is an intervening 
network in the information playback apparatus accord- 
ing to the second embodiment, which is shown in Fig. 5. 
[0049] Fig. 8 is a block diagram that shows the con- 
figuration of an information protection method according 
to the third embodiment of the present invention. 



[0050] Fig. 9 is a block diagram that shows the con- 
figuration of an information protection method according 
to the fourth embodiment of the present invention. 

5 DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0051] Embodiments of the present invention are de-. 
scribed in detail below, with reference to relevant ac- 

10 companying drawings. 

[0052] In an information protection apparatus accord- 
ing to the first embodiment of the present invention, in- 
formation which is distinctively characteristic to each in- 
formation recording medium is pre-recorded thereon, 

is the contents being encoded in according to this charac- 
teristic information. 

[0053] Fig. 3 is a block diagram that shows the con- 
figuration of an information playback apparatus accord- 
ing to this embodiment. As shown in Fig. 3, the informa- 

20 tion playback apparatus according to this embodiment 
includes an input means 1 00 for inputting contents, such 
as moving images, static images (still pictures), and mu- 
sic, an information recording means 200 for encoding 
and recording information such as the contents onto a 

25 general information recording medium D, an information 
playback means 300 for decoding and playback of the 
information that is recorded on the information recording 
medium, and an output means 400 for outputting, for 
example, the decoded contents. 

30 [0054] In the above embodiment, the information re- 
cording means 200 has a Dl reading means 201 for 
reading disk information Dl that is recorded on each of 
the information recording media D, a Dl function forming 
means 202 for forming a function of the characteristic 

35 disk information Dl that is read by the Dl reading means 
201. a contents encoding means 203 for encoding the 
contents CT that are input from the input means 100, 
and a contents recording means 204 for recording the 
encoded contents E (CT) that were encoded by the con- 

40 tents encoding means 203 onto the information record- 
ing medium D. 

[0055] The information playback means 300 has a Dl 
reading means 301 for reading the characteristic disk 
information Dl that is recorded on each information re- 

*s cording medium D, a Dl function forming means 302 for 
forming a function of the characteristic disk information 
Dl that is read by the Dl reading means 301 , a contents 
reading means 303 for reading the encoded contents E 
(CT) that are recorded on the information recording me- 

50 dium D, and a contents decoding means 304 for decod- 
ing the encoded contents E (CT, that are read by the 
contents reading means 303. in accordance with the 
characteristic information function F (Dl) that was 
formed by the Dl function forming means 302. and for 

ss outputting these decoded contents to the output means 
400. 

[0056] The operation of the above-noted embodiment 
of an information protection apparatus according to the 
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present invention is described below. 
[0057] First, when contents CT are input via the input 
means 100, the Dl reading means 201 reads the char- 
acteristic information Dl of the disk D, this characteristic 
information being formed into a function F (Dl) by the Dl 5 
function forming means 202. Then the contents encod- 
ing means 203 encodes the input contents CT using the 
characteristic information function F (Dl) thereby obtain- 
ing the encoded contents E (CT), these encoded con- 
tents being recorded onto the disk D by the contents re- 10 
cording means 204. 

[0058] Then, in the case in which a user plays back 
the disk D in an information playback means 300, the 
characteristic information Dl of the disk D are first read 
by the Dl reading means 301. this characteristic infor- is 
mation being formed into a function F{DI)by theDI func- 
tion forming means 302. Next, the encoded contents E 
(CT) are read from the disk D by the contents reading 
means 303, these encoded contents E (CT) being then 
decoded by the contents decoding means 304 in ac- 20 
cordance with the characteristic information function F 
(Dl), thereby converting them to the contents CT, which 
are sent to the output means 400 for output. 
[0059] While in the above-noted embodiment a func- 
tion is formed by the Dl function forming means 202 of 25 
the characteristic information Dl, this characteristic in- 
formation function F (Dl) being used to encode the con- 
tents CT, it is also possible to encode the contents CT 
directly with the characteristic information Dl. without 
forming the characteristic information into a function, in 30 
which case the characteristic information is not formed 
into a function in the information playback means 300 
as well, the contents CT being decoded by the charac- 
teristic information Dl. 

[0060] As described above, because in this embodi- ss 
ment of an information protection apparatus distinctive 
information that is distinctively characteristic to each 
disk is pre-recorded onto each disk, this characteristic 
information being used to encode the contents, even if 
the user buys or adds a new information playback ap- 40 
paratus, the fact that the characteristic information is re- 
corded onto each information recording medium ena- 
bles the playback of the contents by a different informa- 
tion playback means. 

[0061] If an attempt is made to create an authorized *s 
copy of the disk by copying the entire disk, when an at- 
tempt is made to play back the copied disk, because the 
characteristic information is distinctively characteristic 
to each individual disk, the characteristic information 
when the encoding was done is different from the char- so 
acteristic information when the decoding is done, mak- 
ing it impossible to decode the contents of the disk. The 
result is that unauthorized copying of the disk is prevent- 
ed. 

[0062] To make this effect of the above-noted embod- ss 
iment of the information protection apparatus possible, 
it is necessary to record the characteristic information 
Dl onto the information recording medium in a manner 



that prevents its unauthorized modification. This char- 
acteristic information Dl is described below. 
[0063] As shown in Fig. 4, a general write -once or 
overwritable information recording medium (hereinafter 
referred to simply as a disk medium) onto which infor- 
mation is recorded in the form of concentric circles or a 
spiral often has areas into which a general user cannot 
record, these being a BCA (burst cutting area) 3 and a 
read-in area 2, in addition to a data area 1, into which 
the user can record. In such a disk medium, by recording 
the characteristic information Dl {which can be arbitrarily 
formatted of numbers, symbols, letters, and other data) 
into a specific area, or by using a method whereby this 
recording is done at the time the disk is manufactured, 
it is possible to distinguish between each individual disk. 
[0064] The above-noted characteristic information Dl 
is information which is either a unique identifier for each 
of the disk media, or an identifier that is unlike to be the 
same as the characteristic information Dl of another 
disk. While the above-noted specific area can be made 
the BCA (burst cutting area) 3, the read-in area 2, or the 
data area 1 that are shown in Fig. 4, the specific area is 
not limited to these areas, and can be selected as any 
arbitrary recording area. 

[0065] It is necessary to record this characteristic in- 
formation Dl by a method that is not usable by the user 
to record, or which prevents the user from making an 
unauthorized modification to the characteristic informa- 
tion. For example, it is possible to record this by such 
methods as mechanical embossed pits that are made 
on the disk, using a strong on/off -switched laser light to 
change the reflectivity of the disk by either changing the 
composition of or destroying the disk in a minute region 
thereof, or destroying a part of a signal that is mechan- 
ically pre-recorded on the disk. 

[0066] An information protection apparatus according 
to the second embodiment of the present invention is 
described below, with reference to the drawings. In ad- 
dition to the characteristic information, this embodiment 
uses a separate key to encode contents. 
[0067] Fig. 5 is a block diagram that shows the con- 
figuration of this embodiment of an information protec- 
tion apparatus. As shown in Fig. 5, an information pro- 
tection apparatus according to this embodiment has an 
input means 100 for inputting contents, such as moving 
images, static images, and music, an information re- 
cording means 200 for encoding and recording informa- 
tion such as the contents onto a general information re- 
cording medium D, an information playback means 300 
for decoding and playing back of the information that is 
recorded on the information recording medium, and an 
output means 400 for outputting, for example, the de- 
coded contents. 

[0068] In the above -noted embodiment, the informa- 
tion recording means 200 has a Dl reading means 201 
for reading disk information that is recorded on each of 
the information recording media D, a Dl function forming 
means 202 for forming a function of the characteristic 
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information Dl that is read by the Dl reading means 201 . 
a key holding means 205 for holding a key KEY for the 
purpose of encoding the contents CT that are input, a 
key encoding means 206 for encoding the key KEY that 
is held by the key holding means 205, in accordance 
with the characteristic information function F (Dl), a key 
recording means 207 for recording the encoded key E 
(KEY) that is encoded by the key encoding means 206 
onto the information recording medium D, a contents en- 
coding means 203 for encoding the contents CT that are 
input via the input means 1 00, in accordance with the 
key KEY that is held by the key holding means 205, and 
a contents recording means 204 for recording the en- 
coded contents E (CT) that are encoded by the contents 
encoding means 203 onto the information recording me- 
dium D. 

[0069] The information playback means 300 in the 
above-noted embodiment has a Dl reading means 301 
for reading the characteristic information Dl that is re- 
corded on each information recording medium D, a Dl 
function forming means 302 for forming a function of the 
characteristic information Dl that is read by the D I read- 
ing means 301, a key reading means 305 for reading 
the encoded key E (KEY) that is recorded on the infor- 
mation recording medium D, a key decoding means 306 
for decoding the encoded key E (KEY), in accordance 
with the characteristic information function F (Dl), a key 
holding means 307 for holding the key KEY that was 
decoded by the key decoding means 306, a contents 
reading means 303 for reading the encoded contents E 
(CT) that are recorded on the information recording me- 
dium D, and a contents decoding means 304 for decod- 
ing the encoded contents E (CT), in accordance with the 
key KEY that is held in the key holding means 307 and 
for outputting these decoded contents to the output 
means 400. 

[0070] The operation of the above-noted embodiment 
of an information protection apparatus according to the 
present invention is as follows. 
[0071] First, when contents CT are input via the input 
means 1 00, the input contents CT are encoded by the 
contents encoding means 203, in accordance with the 
key KEY that is held in the key holding means 205, so 
as to obtain the encoded contents E (CT), these encod- 
ed contents E (CT) being then recorded onto the disk 
D. In the Dl reading means 201, the characteristic infor- 
mation D I of the disk D is read, this characteristic infor- 
mation Dl being formed into the characteristic informa- 
tion function F (Dl) by the Dl functbn fcming means 
202. Then, in the key encoding means 206, the key KEY 
which is held in the key holding means 205 is encoded 
so as to obtain the encoded key E (KEY), this encoded 
key E (KEY) being then recorded onto the disk D by the 
key recorr ng means 207. 

[0072] ir- ;he case in which a users is to play back the 
disk D in the information playback means 300. first the 
Dl reading means 301 reads the characteristic informa- 
tion Dl of the disk D from the disk D, this characteristic 



information Dl is formed into the function F (Dl) by the 
Dl function forming means 302. Then, the encoded key 
E (KEY) that is read by the key reading means 305 is 
decoded by the key decoding means 306 using the char- 

5 acteristic information function F (Dl). the resulting key 
KEY being held in the key holding means 307. 
[0073] The encoded contents E (CT) are read from 
the disk D by the contents reading means 303, these 
encoded contents E (CT) being then decoded at the 

10 contents decoding means 304, in accordance with the 
key KEY that was held in the key holding means 307. 
thereby obtaining the contents CT, which are sent to the 
output means 400 for output. 

[0074] While in the above-noted embodiment a func- 

is lion is formed by the Dl function forming means 202 of 
the characteristic information Df, this characteristic in- 
formation function F (Dl) being used to encode the con- 
tents CT, it is also possible to encode the contents CT 
directly with the characteristic information Dl, without 

20 forming the characteristic information into a function, in 
which case the characteristic information is not formed 
into a function in the information playback means 300 
as well, the contents CT being decoded by the charac- 
teristic information Dl. 

25 [0075] As described above, because in the second 
embodiment of an information protection apparatus be- 
cause rather than encoding the contems by means of 
the characteristic information, the contents are encoded 
by a separately held key, this key being encoded by the 

30 characteristic information, even the user buys or adds 
a new information playback apparatus, the contents can 
be played back therewith and it is possible to prevent 
unauthorized copying of the disk, in the same manner 
as described for the first embodiment, and to provide a 

35 further measure of information protection. 

[0076] In the first and second embodiments, shown in 
Fig. 3 and Fig. 5 respectively, the cases in which the 
contents are transmitted via a network (of an arbitrary 
type, such as a broadcast type, point-to-point type, or 

40 bus line type network) are shown in Fig. 6 and Fig. 7, 
respectively. The basic configurations are the same as 
shown in Fig. 3 and Fig. 5, respectively, with the inter- 
vention of a network 500 wnen recording onto the disk D. 
[0077] A method of recording not only characteristic 

45 information Dl, but also a verifier, onto an information 
recording medium is described below. 
[0078] With a write-once disk medium, once data is 
recorded onto a physical address, although it is possible 
to destroy the data, it is not posstole to record different 

so data in the same physical address, thereby eliminating 
the concern of unauthorized tampering with data. In the 
case of an overwritable disk, however, there is a prob- 
lem with improper changes to information, because after 
the characteristic information is recorded at some phys- 

55 ical address, it is possible that this information be either 
purposely or inadvertently changed. 
[0079] To solve the above-noted problem, the combi- 
nation of the characteristic information and a verifier is 
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operated on by an appropriate function, the resulting 
function value, this being the output value of the func- 
tion, being recorded in a specific area as a verifier. In 
the case in which the characteristic information has 
been changed, because the verifier changes, it is pos- 
sible to detect that the characteristic information has 
been changed. 

[0080] Any arbitrary function that exh ibits a change in 
its output value when the characteristic information is 
changed, and which also exhibits a change in output val- 
ue when the separate verification information is 
changed can be used as the function in this method. 
Functions that have this type of function are an arbitrary 
hash function, such as SHA and MD5, and an arbitrary 
encoding function such as the block code DES, open 
key encryption RSA in the CBC (cipher block chaining) 
mode, OFB (output feedback) mode, or CFB (cipher 
feedback) mode. Because the function used can be a 
function that can handle an input of an arbitrary length, 
it is possible to use information of an arbitrary length in 
an arbitrary area within the disk as the separate verifi- 
cation information. Although the verifier, which is the 
output of this function, can be recorded for example in 
the BCA (burst cutting area) 3, the read-in area 2. or the 
data area 1 that are shown in Fig. 4, the area is not lim- 
ited to these areas, and can be selected as any arbitrary 
recording area. 

[0081] As a specific example of a verifier, assume that 
the characteristic information "fedcba98 76543210" is 
recorded at the beginning of the last sector in the data 
area, that the separate information for verification 

"1 2345678 9abcdef0 1 2345678 9abcdef0 
1 2345678 9abcdef0 

12345678 9abcdef0 12345678 9abcdef0 
12345678 9abcdef0 

12345678 9abcdef0 1 2345678 9abcdef0" is part 
or all of the read-in area, and further that these two are 
combined to form the input of the function, which is then 
as follows. 

"12345678 9abcdef0 12345678 9abcdef0 
12345678 9abcdef0 

12345678 9abcdef0 12345678 9abcdef0 
12345678 9abcdef0 

12345678 9abcdef0 12345678 

9abcdef0 fedcba98 76543210" 
[0082] If the function to which the above input is made 
is the hash function SH A-1 [1 ], the output value (verifier) 
is as follows. 

"M8ea0b5 a80901bf d348fa03 4c173b88 
eb4e2191" 

[0083] This verifier is recorded within the data area. 
For example, assuming that this is recorded at the start 
of the last sector of the data area, it is possible to write 
this verifier in the next location within the same sector. 
[0084] A verifier recorded as noted above is used to 
check whether the characteristic information has been 
changed. First, the characteristic information in a spe- 
cific area and different information that is a verifier in a 



specific area are input to a given function. If the resulting 
output value of the function is equal to a verifier in a spe- 
cific area, the recorded characteristic information is tak- 
en as being verified. If, however, the output is not the 
s same, the recorded characteristic information is taken 
as been erroneous. 

[0085] With a disk onto which is recorded character- 
istic information, even in a disk recording/playback ap- 
paratus of the past, in order to read data the data area, 
*o a change in either software or firmware, without a 
change in hardware, was sufficient. Specifically, for ex- 
ample, this can be implemented by recording character- 
istic information in the last sector of the data area, or in 
an appropriate sector beyond which it is expected that 

15 data will not be recorded, and by recording a readout 
flag before that sector, or at the beginning within that 
sector. In this manner, if the characteristic information 
is recorded in the last sector of the data area, because 
it is recorded after the data to be played back, when 

20 playing such as disk medium with a disk recording/play- 
back apparatus of the past, playback is possible in ex- 
actly the same manner as with the usual disk. The same 
is true in the case in which the characteristic information 
is recorded in a sector beyond which it is expected that 

25 data will not be recorded. Note, however, that recording 
the characteristic information in the last sector of the da- 
ta area provides the best efficiency, in which case for a 
sector size of, for example, of 2 K bytes, the data area 
is reduced by only 2 K bytes. 

30 [0086] Another possible method is that of recording 
characteristic information that is separate from the read- 
in information within the read- in area, and it is also pos- 
sible to record in the burst cutting area. 
[0087] The above-noted burst cutting area is an area 

35 that is disposed at the innermost periphery of the disk, 
this area being one which assumes asynchronous rea- 
dout, but an area of a different name having the same 
function can also be used. 

[0088] In a disk recording/playback apparatus of the 
40 past, which does not have specification that enable 
reading of a burst cutting area, because the burst area 
is inherently ignored when performing playback, when 
playing back with disk recording/playback apparatus of 
the past, playback is possible exactfy as with a usual 
45 disk. 

[0089] The third embodiment of the present invention 
is described below, with reference to Fig. 8. An appara- 
tus used to implement the information protection meth- 
od of the third embodiment makes use of characteristic 

50 information that is distinct ivefy characteristic to each in- 
formation recording medium and identification informa- 
tion that is distinctively characteristic to each of the con- 
tents in performing encoding of contents. 
[0090] Fig. 8 is a block diagram that shows the con- 

ss figuration of an information protection apparatus ac- 
cording to the third embodiment of the present invention. 
As shown in Fig. 8, this information protection apparatus 
has an input mean 100 for inputting contents, such as 
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moving images, static images, and music, an informa- 
tion recording means 200 for encoding and recording 
information such as the contents onto a general infor- 
mation recording medium D. an information playback 
means 300 for decoding and playing back of the infor- 
mation that is recorded on the information recording me- 
dium, and an output means 400 for outputting, for ex- 
ample, the decoded contents. 

[0091] In the above-noted embodiment, the informa- 
tion recording means 200 has a Dl reading means 201 
for reading disk information that is recorded on each of 
the information recording media D, a Dl function forming 
means 202 for forming a function of the characteristic 
information Dl that is read by the Dl reading means 201 , 
a key holding means 205 for holding a key KEY tor the 
purpose of encoding the contents CT that are input, a 
key encoding means 206 for encoding the key KEY that 
is held by the key holding means 205, in accordance 
with the characteristic information function F (Dl). a key 
recording means 207 for recording the encoded key E 
(KEY) that is encoded by the key encoding means 206 
onto the information recording medium D, a contents en- 
coding means 203 for encoding the contents CT that are 
input via the input means 100, in accordance with the 
key KEY that is held by the key holding means 205, a 
contents recording means 204 for recording, via a net- 
work 500, the encoded contents E (CT) that are encod- 
ed by the contents encoding means 203 onto the infor- 
mation recording medium D. a CI recording means 208 
for recording, via the network 500, characteristic identi- 
fication information CI that is characteristic to the encod- 
ed contents E (CT) that were recorded by the contents 
recording means 204 onto the information recording 
medium D, a CI reading means 209 for reading the iden- 
tification information CI that is recorded on the informa- 
tion recording medium D, and a CI comparison means 
210 which has a recorded contents list that relates the 
contents to the key that was used to encode the con- 
tents, for comparing the contents with the identification 
information CI so as to search for the key for contents. 
[0092] The 300 in the above-noted embodiment has 
a Dl reading means 301 for reading the characteristic 
information Dt that is recorded on each information re- 
cording medium D, a Dl function forming means 302 for 
forming a function of the characteristic information Dl 
that is read by the Dl reading means 301 , a key reading 
means 305 for reading the encoded key E (KEY) that is 
recorded on the information recording medium D, a key 
decoding means 306 for decoding the encoded key E 
(KEY), in accordance with the characteristic information 
function F (Dl), a key holding means 307 for holding the 
key KEY that was decoded by the key decoding means 
306, a contents reading means 303 for reading the en- 
coded contents E (CT) that are recorded on the infor- 
mation recording medium D by the contents recording 
means 204, and a contents decoding means 304 for de- 
coding the encoded contents E (CT), in accordance with 
the key KEY that is held in the key holding means 307 



and for outputting these decoded contents to the output 
means 400. 

[0093] The operation of the above -noted embodiment 
of an information protection apparatus according to the 
5 present invention is as follows. 

[0094] First, when contents CT are input via the input 
means 100, the input contents CT are encoded by the 
contents encoding means 203, in accordance with the 
key KEY that is held in the key holding means 205. so 
ro as to obtain the encoded contents E (CT), these encod- 
ed contents E (CT) being recorded by the contents re- 
cording means 204, via the network 500, onto the disk 
D. Then, the identification information CI that is charac- 
teristic to these encoded contents E (CT) is also record- 
's ed, by the CI recording means 208. 

[0095] At the Dl reading means 201 , the characteristic 
information Dl of the disk D is read via the network 500, 
this characteristic information Dl being formed into a 
function F (Dl) by the Dl function forming means 202. In 
20 the key encoding means 206, the key KEY that is held 
in the key holding means 205 is encoded, so as to obtain 
the encoded key E Dt (KEY), this being recorded by the 
key recording means 207, via the network 500, onto the 
disk D. 

25 [0096] In the case in which a user is to play back the 
information recording medium D in the information play- 
back means 300, the following occurs. First, in the case 
in which the disk to be played back is an original disk D 
that was properly recorded by the information recording 

30 means 200, the characteristic information Dl is read 
from the disk by the Dl reading means 301 , this charac- 
teristic information Dt being formed by the Dl function 
forming means 302 into the characteristic information 
function F (Dl), the encoded key E 0 , (KEY) that was read 

35 by the key reading means 305 being decoded in the key 
decoding means 306 using the characteristic informa- 
tion function F (Dl), so as to obtain the decoded key KEY, 
this decoded key KEY being held in the key holding 
means 307. Then, at the contents reading means 303, 

40 the encoded contents E (CT) are read from the disk D, 
these being decoded at the contents decoding means 
304, in accordance with the key KEY that is held in the 
key holding means 307, so as to obtain the decoded 
contents CT, which are sent to the output means 400 for 

45 output. 

[0097] Next, the case of playing back a copied disk D' 
is described below. In this case, because the character- 
istic information Dl' that is read by the Dl reading means 
301 is different from the characteristic information Dl of 

so the original disk, it is not possible to play back the disk 
D' as is. Therefore, the characteristic information Dl' is 
read by the Dl reading means 201, and this character- 
istic information Dl' is formed by the Dl function forming 
means 202 into the function F (Dl'). 

ss [0098] A\ the CI reading means 209, the identification 
information CI that is recorded on the disk D is read via 
the network 500, and at the CI comparison means 210, 
a comparison is made between this identification infor- 
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mation CI and the contents list, so as to find the corre- 
sponding key KEY, which is then held in the key holding 
means 205. Then, the key KEY is encoded in the key 
encoding means 206, according to the characteristic in- 
formation function F (Dl) that was formed by the Dl func- 5 
tion forming means 202, so as to obtain the encoded 
key E=oi ( K ^Y), which is recorded by the key recording 
means 207, via the network 500, onto the disk D'. When 
this is done, the key E D , (KEY), which is encoded by the 
characteristic information Dl of the original disk D is re- 10 
corded on the disk D\ although it is also possible to over- 
write this with the newly encoded key E D , (KEY), or to 
append this in a different area. Note, however, that in 
the case of appending, playback is done after verifying 
the latest key information. When the newly encoded key is 
Eqi ( key ) ' s recorded onto the disk D\ a fee can be 
charged by the provider of the contents. 
[0099] Then, at the information playback means 300, 
the characteristic information Dl* of the disk D' is read 
by the Dl reading means 301 , and the Dl function form- 20 
ing means 302 forms from this the function F (DP). The 
key reading means 305 reads the newly encoded key 
E D , (KEY), and the key decoding means 306 decodes 
this encoded key E D , (KEY) into the key KEY in accord- 
ance with the characteristic information function F (Dl), 25 
the decoded key KEY being then held in the key holding 
means 307. Because the newly encoded key E D | (KEY) 
is encoded by the function F (Dl'), it is possible todecode 
this, not with the characteristic information Dl of the orig- 
inal disk D, but rather with the characteristic information 30 
Dl' of the copied disk. 

[01 00] At the contents reading means 303, the encod- 
ed contents E (CT) are read from the disk D\ the content 
decoding means 304 then decoding these encoded con- 
tents E (CT) in accordance with the key KEY that is held 35 
in the key holding means 307, the resulting decoded 
contents CT being sent to the output means 400 for out- 
put. 

[0101] While in the above-noted embodiment the 
characteristic information Dl is formed into a function by 40 
the Dl function forming means 202, this characteristic 
information function F (Dl) being then used to encode 
the contents CT, it is also possible to encode the con- 
tents CT directly with the characteristic information Dl, 
without first encoding the characteristic information Dl, *s 
in which case the characteristic information Dl is not 
formed into a function at the information playback appa- 
ratus 300 as well, the characteristic information Dl being 
used there to decode the contents CT. 
[0102] Additionally, while in the above-noted embod- so 
iment recording and reading of the information recording 
medium D is done via the network 500, it is also possible 
to perform, for example, direct recording onto the infor- 
mation recording medium D from the information record- 
ing means 200, without the intervening network 500. ss 
[0103] Thus, in the information protection apparatus 
according to the third embodiment of the present inven- 
tion, by comparing from the identification information CI 



with the contents list so as to find the key that was used 
to encode the contents, and then encoding that key with 
the characteristic information Dl' of the copied disk D 1 , 
it is possible at the information playback means 300 to 
decode the key from the characteristic information Dl' 
of the copied disk 0\ thereby enabling the playback of 
the copied disk D". 

[0104] Because a fee can be charged by the contents 
provider when a newly encoded key E D , (KEY) is record- 
ed onto the disk D', it is not only possible to obtain rev- 
enue, but also to permit the use of the contents by disk 
copying, thereby enhancing the distribution of the con- 
tents. 

[01 05] An information protection method according to 
the fourth embodiment of the present invention is de- 
scribed below. 

[0106] Fig. 9 is a block diagram of an apparatus for 
implementing a method of information protection ac- 
cording to the fourth embodiment. As shown in Fig. 9, 
the method for information protection of this embodi- 
ment, similar to the case of the third embodiment, has 
an input means 100, an information recording means, 
200, an information playback means 300, and an output 
means 400. 

[0107] In the above-noted, the information recording 
means 200 has a first Dl reading means 251 for reading, 
via a network 500, the characteristic information Dl that 
is recorded on each information recording medium D, a 
first function forming means 252 for forming a function 
from the characteristic information D! that was read by 
the first Dl reading means 251, a contents encoding 
means 253 for encoding contents that are input via the 
input means 100, in accordance with the characteristic 
information function F (Dl) that is formed by the first 
function forming means 252, a contents recording 
means 254 for recording the contents E (CT) that were 
encoded by the contents encoding means 253 onto an 
information recording medium D, via the network 500, 
a second function forming means 255 for forming, from 
the characteristic information Dl that was read by the 
first Dl reading means 251 , a different function from that 
of the first function forming means 252, a Dl recording 
means 256 for recording a characteristic information 
function F' (Dl) that is formed by the second function 
forming means 255 onto the information recording me- 
dium D, via the network 500, a second Dl reading means 
257 for reading, via the network 500, the characteristic 
information function F' (Dl) that is recorded on the infor- 
mation recording medium D, a Dl decoding means 258 
for decoding the characteristic information function F* 
(Dl) by means of the inverse function F 1 " 1 (including code 
decoding) of the function used in the second function 
forming means 255, a difference means 259 for gener- 
ating the difference F (Dl) - F (Dl') between the charac- 
teristic information functions F (Dl) and F (Dl') generated 
by the first function forming means 252, and a difference 
recording means 260 for recording, via the network 500, 
the difference F (Dl) - F (Dl') generated by the difference 
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means 259 onto the information recording medium D. 
[0108] In the above-noted embodiment, the informa- 
tion playback means 300 has a 01 reading means 301 
for reading the characteristic information Dt that is re- 
corded on each information recording medium D. a Dl 
function forming means 302 (or forming a function of the 
characteristic information Dl that is read by the Dl read- 
ing means 301, a difference reading means 308 for 
reading the difference F (Dl) - F (DC) that is recorded on 
the information recording medium D, a synthesis means 
309 for synthesizing this difference F (Dl) - F (Dl') and 
the characteristic information function D (Dl*) so as to 
generated the characteristic information function F (Dt), 
a contents reading means 303 for reading the encoded 
contents E (CT) that are recorded on the information re- 
cording medium D, and a contents decoding means 304 
for decoding the encoded contents E (CT) that are read 
by the contents reading means 303 in accordance with 
the characteristic information function F (Dl) that is gen- 
erated by the synthesis means 309 and outputting the 
result to the output means 400 for output. 
[0109] The operation of the above-noted fourth em- 
bodiment of an information protection apparatus ac- 
cording to the present invention is as follows. 
[0110] First, when contents CT are input via the input 
means 100, the characteristic information Dl of the disk 
D are read by the first Dl reading means 251, and this 
characteristic information Dl is formed into the function 
F (Dl) by the first function forming means 252. Then, at 
the contents encoding means 253, the input contents 
are encoded in accordance with the characteristic infor- 
mation function F (Dl). so as to obtain the encoded con- 
tents E (CT), these encoded contents being then record- 
ed by the contents recording means 254 onto the disk 
D via the network 500. At the second function forming 
means 255, the characteristic information Dl that was 
read by the first Dl reading means 251 is formed into a 
function in accordance with a function F\ which is a dif- 
ferent function from the first function forming means 
252, so as to obtain the function F (Dl'), this being re- 
corded by the Dl recording means 256 onto the disk D 
via the network 500. 

[0111] Next, in the case in which a user is to play back 
the information recording medium D in the information 
playback means 300, the following occurs. First, in the 
case in which the disk to be played back is an original 
disk D that was properly recorded by the information re- 
cording means 200, the characteristic information Dl is 
read from the disk D by the Dl reading means 301 . and 
this is formed into the function F (Dl) by the function 
forming means 302. At this point, in the case of playing 
back of an original disk D, it is not necessary to have the 
difference reading means 308 read the difference, and 
further not necessary to have the synthesis means 309 
perform synthesis. Because of this, at this point the con- 
tents decoding means 304 decodes the encoded con- 
tents E (CT) that were read by the contents reading 
means 303, the result being the contents CT, these be- 



ing sent to the output means 400 for output. 
[0112] Next, consider the case in which the disk to be 
played back is a copied disk D'. In this case, since the 
characteristic information Dl* that is read by the Dl read- 

s ing means 301 is different from the characteristic infor- 
mation Dl of the disk D, it is not possible to read the disk 
D' as is. Because of this, the characteristic information 
function F' (Dl) that is formed by the second function 
forming means 257 of the information recording means 

10 200 is read, and this is decoded at the Dl decoding 
means 258 to obtain the characteristic information Dl, 
by applying the inverse function F M . Thus, by pre-re- 
cording the function F' (Dl) onto the original disk D and 
storing the inverse function F** 1 , it is possible to perform 

J5 decoding so as to obtain the characteristic information 
Dl of the original disk D. Because the inverse function 
F u1 is only known to the contents provider, it is possible 
to prevent unauthorized copying. 
[0113] The characteristic information Dl that is ob- 

20 tained in the above-noted manner is formed into a func- 
tion by the first function forming means 252, so as to 
obtain the function F (Dl). The characteristic information 
Dl' of the copied disk is read by the first Dl reading 
means 251 , this being formed into a function by the first 

25 function forming means 252, so as to obtain the function 

f (or). 

[0114] At the difference means 259 the difference F 
(Dl) - F (Dl') of the characteristic information functions 
F (Dl) and F (Dl*) is generated, this difference being re- 

30 corded by the difference recording means 260 onto the 
disk D\ via the network 500. When this is done, even if 
the function F' (Dl) of the disk D' overlaps with a record- 
ed part, the function F' (Dl) can be left in another area. 
When the difference F (Dl) - F (Dl') is recorded onto the 

35 disk D\ a fee can be charged by the provider of the con- 
tents. 

[0115] At the information playback means 300. the dif- 
ference reading means 308 reads the difference F (Dl) 
- F (Dl') from the disk D\ this difference F (Dl) - F (Dl 1 ) 

40 and the function F (Dl 1 ) that was formed by the Dl f unc- . 
tion forming means 302 being synthesized by the syn- 
thesizing means 309. so as to obtain the function F (Dl). 
This function F (Dl) is used by the contents decoding 
means 304 to decode the encoded contents E (CT) that 

4S are read by the content reading means 303, thereby ob- 
taining contents CT, which are sent to the output means 
400 for output. 

[0116] While the above-noted embodiment is for the 
case in which recording and reading of the disk D are 

so performed via the network 500. it is also possible to di- 
rectly record onto the disk D from the information record- 
ing means 200. without an intervening network 500. 
[0117] According to the above-noted information pro- 
tection apparatus of the fourth embodiment of the 

ss present invention, by pre-recording the function F (Dl) 
onto the original disk D. and storing the inverse function 
F* -1 in the Dl decoding means 253, it is possible to de- 
code and know the characteristic information Dl of the 
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original disk D. Additionally, by generating the difference CI 
between the characteristic information Dl of the original 
disk D and the characteristic information Dl' of the cop- 1. 
ied disk D' and recording this on the copied disk D', it is 
possible at the information playback means 300 to syn- s 
thesize this difference and the characteristic information 
function F (DC) of the copied disk D' so as to obtain the 
function F (Dl), making it possible to decode the encod- 
ed contents. 

[0118] Seen from the contents provider side, when re- '0 
cording the difference F (Dl) - F (Dl') onto the disk D\ 
because a fee can be charged, it is not only possible to 
obtain revenue, but also to permit the use of the contents 
by disk copying, thereby enhancing the distribution of 
the contents. is 
[0119] Additionally, because the inverse function F M 2. 
is only known to the contents provider, it is possible to 
prevent unauthorized copying. 

[0120] In an information protection method according 
to the present invention, in order to prevent unauthor- 20 
ized copying, it is necessary that the characteristic in- 
formation Dl recorded on the information recording me- 
dium be recorded by a method that prevents its being 
easify tampered with. 

[0121] A write-once or overwritable information re- 2s 
cording medium (disk medium) onto which information 
is recorded in the form of concentric circles or a spiral 
often has areas into which a general user cannot record, 
these being a BCA (burst cutting area) 3 and a read-in 
area 2 : in addition to a data area 1 , into the user can 30 
record, as shown in Fig. 4. In such a disk medium, by 
recording the characteristic information Dl (which can 3. 
be arbitrarily formatted of numbers, symbols, letters, 
and other data) into a specific area, or by using a method 
whereby this recording is done at the time the disk is 35 
manufactured, it is possible to distinguish between each 
individual disk. 

[0122] The above-noted characteristic information Dl 
is information which is either a unique identifier for each 
of the disk media, or an identifier that is not likely to be 40 
the same as the characteristic information Dl of another 
disk. While the above-noted specific area can be made 
the BCA (burst cutting area) 3, the read end area 2, or 
the data area 1 that are shown in Fig. 4, the specific area 
is not limited to these areas, and can be selected as any 4S 
arbitrary recording area. 

[0123] It is necessary to record this characteristic in- 4. 
formation Dl by a method that is not usable by the user 
to record, or which prevents the user from making an 
unauthorized modification to the characteristic informa- so 
tion. For example, it is possible to record this by such 
methods as mechanical embossed pits that are made 
on the disk, using a strong on/off -switched laser light to 
change the reflectivity of the disk by either changing the 
composition of or destroying the disk in a minute region ss 
thereof, or destroying a part of a signal that is mechan- 
ically pre-recorded on the disk. 



A method for recording information, comprising the 
steps of: 

pre-recording onto each information recording 
medium characteristic information that is dis- 
tinctively characteristic thereto by using a 
method that prevents the characteristic infor- 
mation from being changed; 
encoding information by using the characteris- 
tic information as a key; and 
recording the encoded information onto the in- 
formation recording medium. 

An information recording apparatus that encodes 
and records information onto an information record- 
ing medium, comprising: 

means for reading characteristic information 
that is recorded onto the information recording 
medium, and which is distinctively characteris- 
tic to each information recording medium; 
means for encoding contents that are input, in 
accordance with characteristic information that 
was read by the characteristic information read- 
ing means; and 

means for recording the contents, which are en- 
coded by the contents encoding means, onto 
the information recording medium. 

An information playback apparatus that decodes 
and plays back information that is recorded on an 
information recording medium, comprising: 

means for reading distinctively characteristic 
information that is recorded on each informa- 
tion recording medium; 

means for reading encoded contents that are 
recorded on the information recording medium; 
and 

means for decoding the encoded contents that 
are read by the contents reading means, in ac- 
cordance with the characteristic information 
and outputting the decoded contents. 

A method for protection information, comprising the 
steps of: 

pre-recording onto each information recording 
medium characteristic information that is dis- 
tinctively characteristic thereto by using a 
method that prevents the characteristic infor- 
mation from being changed; 
encoding information by using the characteris- 
tic information as a key; 
recording the encoded information onto the in- 
formation recording media; and 
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decoding the recorded information in accord- 
ance with the characteristic information and 
playing back the decoded information. 

5. A method for protecting information according to 5 
claim 4, further comprising the step of: 

generating a verifier from the characteristic in- 
formation and information for verification and mak- 
ing a judgment as to whether or not this verifier is 
the same as a verifier that is recorded on an infor- *o 
mation recording medium. 

6. An information recording medium, onto which is re- 
corded information that is distinctively characteristic 

to the individual information recording medium, ei- is 
ther using a method that prevents changing the 
characteristic information, or in an area that cannot 
be changed. 



9. An information recording medium, onto which is re- 
corded information that is distinctively characteristic 
thereto, either using a method that prevents chang- 
ing the characteristic information, or in an area that 
cannot be changed, and also onto which is recorded 
identifying information that is distinctively charac- 
teristic ot each information. 

10. An information recording medium, onto which is re- 
corded information that is distinctively characteristic 
thereto, either using a method that prevents chang- 
ing the characteristic information, or in an area that 
cannot be changed, and also onto which is recorded 
a difference that is generated from the characteris- 
tic information. 



7. A method for protecting information, in which infor- 20 
mation is encoded according to a key and recorded 
onto an information recording medium that has 
characteristic information that is distinctively char- 
acteristic to the individual information recording me- 
dium, the information that is recorded onto the in- 25 
formation recording medium being decoded by the 
key and played back, the method comprising the 
steps of: 

recording the key that is encoded by the char- 30 
acteristic information and identification infor- 
mation that is distinctively characteristic of 
each information onto the information recording 
medium; and 

identifying the key that was used to encode the 35 
information by means of the identification infor- 
mation, decoding the encoded information with 
the key, and playing back the information. 



8. A method for protecting information, whereby infor- 40 
mation is encoded and recorded onto an informa- 
tion recording medium that has information that is 
distinctively characteristic to the individual record- 
ing medium, the information that is recorded onto 
the information recording medium being decoded *s 
and played back, the method comprising the steps 
of: 



recording the information that was encoded in 
accordance with the characteristic information so 
and a characteristic information function that 
was formed from the characteristic information 
onto the information recording medium; and 
decoding the characteristic information func- 
tion and generating from the resulting charac- S5 
teristic information a difference, thereby decod- 
ing the encoded information, and playing back 
the decoded information. 
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